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Pedepar. PaccmaTpuBaeTcss BO3MOXKHOCTH CKpPBITHOM Iepefadud HMHGOpMAIMU BHYTpPU CHTHAJIA-KOHTEHHEpa C MCIIOIb30BAaHUEM
MeTooB creraHorpaduu. IIpennararoTcst aBa 1mMoaxona, OCHOBAHHBIE Ha HCIOJIB30BAHMH IICHXO0AaKyCTHUYeCKod moxenu cranmapra MPEG. O6a
MOAXOJAa OCHOBAHBI HA 3aMEIICHUH M30BITOYHOM C TOYKH 3PEHHUs CIIyXOBOIO BOCHPHATHA HHGOPMAHM KOH(DUACHIHAIBHBIMH [JAHHBIMH,
MOATEXKALIUMH CKPBITHOH mepenade. [Ipu mepBoM moaxone MOAU(UKANUH IOJBEPraeTCsl HEHMOCPEACTBEHHO NUCKPETHBIH CHEKTp (parMeHTOB
m(poBoro 3BYKOBOTO CHIHaja. Bo BTOpOM ciydae CKpbITash MHGOpPMAIHs BHEAPSETCS B Y3KOIOJOCHBIE CHIHAJBI, 00pa3yloIlue HCXOIHBIN
MIMPOKOIONIOCHBIH, B 001IeM cirydae, curHail. OO6CyxIaloTcss HEKOTOPhIE BOIIPOCH], CBA3aHHBIC C peaan3anueii MpeI0KeHHBIX TOAX0/0B.

1. Benenue.

JIOMUHHPYIONIYIO POJb CPEIOH CPEACTB JIOTHUYECKOTO KOHTPOJII M PasTPaHUYCHHs JOCTYIIa K KaHAJIaM W
JIUHUSAM CBSI3M UTpaeT IMU(PPOBAHHUE WM KOIUPOBAHHE COOOINCHWN C WCIOJIb30BAHHEM METOJOB KPHUITOTpaduH,
M3MEHSIOIIEE MX MCXOJHOC MPEJCTABICHUE U, KaK MPABMJIO, JICNAIOIIee HEBO3MOXKHBIM MX UTCHUE, CCIIM HEU3BECTCH
KIIOY WK alroput™ ImppoBanus (koaupoBaHus). OIHAKO 3HAYMTEILHBIC JOCTHKCHUS, TOCTUTHYTHIE B 00JACTH
KPUIITOAHAIN3a, B TOM YHUCIIE U 33 CUET MACCHPOBAHHOTO MPUMCHEHUS CPEACTB BEIUUCIUTEIBHON TEXHUKU U CETEBBIX
TEXHOJIOTHH, a Take Bce Ooiee pacTymee CTpeMJICHHE TOCYyIapCcTB MHOTHX CTpaH pErJIaMeHTHPOBATh
HCTIOIB30BaHNE KPUNTOTPahUIECKUX ANTOPUTMOB U pacTpesieiIeHHe KI04el BBIHY)KJAIOT MCKAaTh albTepHATHBHBIC
CIIOCOOBI 3aITUTHl HH(POPMAITHH.

Mertonbl cmecanocpaguu (OyKBAIBHBIN TMEPEBON C TPEUYECKOro — “TaHOMMCH’) TIO3BOJISIOT TepeaaBaTh
KOH(UICHIMATBHYI0 WH(GOPMALUIO TaKUM 00pa3oM, 4TO caM (akKT TaKOW Mepenaddl CKPHIT OT MOCTOPOHHUX JIHIL.
OOBIYHO I TIepefayd Takod HMHGOpPMAIMA B KAueCTBE KOHMelHepa WCTONb3YyeTCS OOUH W3 OOIIeTOCTYITHBIX
HOCHTEIICH, HampuMep, €CIIU pedb HICT 00 3JICKTPOHHBIX HOCHTENAX, TO 3TO, OYCHb YacTO, ayJHOCUTHAI WIIN
Buacousobpaxenue. KonduaeHnuansHass nHPOpMAaNus BHEAPSACTCS B KOHTEHHEP Tak 4TOOBI HE BBI3BIBATH 3aMETHBIX
JUTS TJ1a3a WK CITyXa U3MEHECHUH, CIOCOOHBIX BBI3BATh KaKUE-TTHOO MO03PCHHUS.

B 3aBucumocTH OT cmoco0a MpeICTaBICHUS CHrHalla-KOHTEHHepa CYIIECTBYET ABE TPYIIBI METOIOB
BHCJPCHHUS CKPBITOI HH(pOPMAUU B KOHTCHHED.

Ecnu nns BBIMOTHEHUS MaHUMYSUMNA C KOHTEHMHEPOM HCIOJIB3YETCs €ro MpeACTAaBICHHE BO BPEMEHHOM
obnacTH, TO BHEAPEHHE OCYIIECTBIACTCS MyTeM MOTUGUKAIIMN HanMEHee 3HAYUMBIX OUTOB KOHTEWHEpa Jubo myTeM
peoOpa3oBaHus IIyMa.

B ciydae cmexTpanbHOTO TpeAcTaBieHUs (TIOIyYE€HHOTO, HAIPHMEpP, C IMOMOIIBI0 OBICTPOr0 KOCHHYCHOTO
peoOpa3oBaHMs WM OJHOTO U3 BEHBIIETHBIX MPE0Opa30BaHNil) MAaHUMYJISIIIAY HaJl KOHTEHHEPOM 3aTparuBaioT OoJjee
3HauMMBbIe obOnacTh curHaia. CiemyeT OTMETHTh, YTO 3Ta TPYIIa METOAOB 0ojee yCTOMUMBA K MpeoOpa3oBaHUsIM,
HATIPABJICHHBIM Ha UCKa)KCHHUE CKPHITOH B KOHTEHHEepe HH(pOpMAIIHH.

B nmamHOlIl paboTe paccMaTpuBacTCS BO3MOXKHOCTH HCIIOJB30BAHUS TICUXOAKYCTHUYCCKHX OCOOCHHOCTEH
CIIyXOBOTO BOCIIPHATHUS YEJOBEKa Ui CKPBITHOM TmepeAadd WH(opMaruu BHYTPH OLU(GPOBAHHOTO 3BYKOBOTO
CHUTrHasa.

Ha ceromusmHmii [eHb MIMPOKOE PACIPOCTPAHCHUE B KOMITBIOTCPHON WHIYCTPUH MONYYITH (POPMATHI IS
MIPEJICTABIICHUS ayIU0 W BUICONAHHEIX, pa3paboTtannsie rpymmoii MPEG. B wacTHOCTH, U aymuo NaHHBIX (YacToTa
muckpermzanmu 44.1 k[, paspsmHOCTh OTCUeTOB - 16 OuT, crepeo) B dopmare MPEG-I cremenp cxatust mpu
COXPaHEHUH XOPOIIIETO KaueCcTBa 3ByYaHUs BapbuUpyeTcs B mpeaenax ot 1:4 no 1:12.

Takum 00pa3oM, ydeT MCHXOaKyCTHYEeCKHX OCOOEHHOCTEH CIyXOBOTO BOCHPHATHS TO3BOJISIET COKPATHTh
o0muii pasmMep KOJOBOTO pecypca, HE0OXOMMOTO IS MIPEACTaBICHUS ayauocurHana, 10 10% 6e3 3ameTHOH moTepu
CyOBEeKTUBHOTO KadecTBa 3BydaHHs. CkaTWe NOCTHTaeTcs 3a CUeT YAAJCHHS W3 CIEeKTpa 3BYKOBOTO CHTHAla TEX
KOMIIOHEHT, KOTOPBIE MACKHPYIOTCSI JOMUHHUPYIOIIMMH TOHAJIHFHBIMI U HETOHAIBHBIMUA KOMITOHEHTAMH CIIEKTPA.

B nmanHO# paboTe mpeanaraeTcs aBa MOAXO0Ja K 3aMEHICHUIO U30BITOYHON MH(pOpMAIHHU, COACpIKAIICHCs B
CUTHaJIe-KOHTEelHepe, MoJie3HON HH(opMaIuel, KOTOPYI0 HEOOXOIMMO CKPBITHO TIEPEAaTh.

2. O01asi NOCTAHOBKA 32124 M.
[IycTe Ha BXO/IE UMEETCS:
1. Mcxonmsiit pparMeHT OIEMPOBAHHOTO 3BYKOBOTO CHUTHANA - (hailn-KOHTeHHE.
2. VicxomHOe coobIIeHNE (CTEr0-Co00IEeHNE), KOTOPOE HEOOXOIMMO TTIOMECTHTE B (ailT-KOHTEHHE.

Ienpto wuccnenoBaHus SBISCTCS IOWUCK CIIOCOOOB BHEIPEHUS CTEro-uH(GOpMAanuu 00CCIeUMBAFOIIIX
CKPBITHOCTh TEpefayll NAHHBIX B ayJAHO-KOHTEWHEpE NMPU MAKCHMAIBHOW CIO0XKHOCTH OOHAPYKCHUS M MCKAKCHUS
coobmienus. Kpome TOro, »xemateapbHO OOCCICYUTh MAKCHMAIbHO BO3MOXHYIO IUIOTHOCTH 3allUCH COOOIICHUS B
HOCHTEITb.

@2001, anekTpoHHas Bepcus nogrotossieHa 3A0 ABTIKC Cankr-lMeTtepbypr, http://www.autex.spb.ru
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3. Peanmuzanus
ANTOPUTM MOXXHO pa30MTh Ha HECKOJIBKO MOCIIECIOBATENBHBIX ITAIIOB 00PAaOOTKH, KOTOPBIE MBI PACCMOTPHUM
6onee moapoOHO.

A. [ocTpoeHne NMCHX0AKYCTHYECKOH MOJENN HOCHTEJIS H TMONCK XAPAKTEPHUCTHK HOCHTEJS,
KOTOpPbIe MOKHO HCIIOJIb30BAThH [JIsI IepeIavyd CKPbITOii mHpopManum.

Tcuxoaxycmuueckoti MoOenvio KOHTEHHEepa OyleM Ha3bIBaTh HEKYI0 OOOOIIEHHYIO MOJENb YEIIOBEUECKOTO
CJTyxa, TIO3BOJISIONIYIO MPEHEOpEraTh HEKOTOPHIMU XapaKTECPUCTUKAMU 3BYKOBOTO CHUTHAJNIA - KOHTEHHEpA U MPH 3TOM
COXPAaHUTh JJIS YSIIOBEKA STOT CUTHAT HCOTIIMYMMBIM OT OpUTHHAJIA.

Pa3paboTki B 3TOM HaNpaBiICHUM YK€ JABHO BeIyTCS B HCCleqoBaTelbckoM mHcTUTyTe Fraunhofer-11S,
Hmu Obiia mpeiosKeHa M YCIEIIHO UCmoNib30BaHa B mpoekte MPEG - 1 mcuxoakycTudeckas Mozaenb. B maHHOM
HCCIICIOBAaHHUM 32 OCHOBY OEpYTCsI 3TH pa3pabOTKH.

OtHomenne curHan/mMacka (C/M) Ha BBIXOJE 3TOH Mojenu (OpMHPYeTCs Ha OCHOBE OIPEIEICHHUS
TOHAIBHBIX (CHHYCOITOI00HBIX) M HETOHAJBLHBIX (IITyMOTIOJOOHBIX) KOMITOHEHTOB B CIIEKTPE ayIHO CUTHAJIA.
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Pucynok 1. DHeprernueckunii criektp pparmenTa mudpoBOro 3ByKOBOT'O CHTHAJIA ¥ IOPOTH MaCKHPOBAHUSL.

Ha pucynke 1 npuBoasTCs 3HaUYE€HUS KOMIIOHEHT dHEPTeTHYecKoro crekrpa (B n1b) omHoro u3 ¢parMeHTOB
3BYKOBOT'O CHTHAJIa ¥ TIOJIOKEHUE MTOPOTOB MACKUPOBAHUS (11 32 YaCTOTHBIX IOATUANIA30HOB).

B pesynmprare AOKCH IMONYYUTHCS HEKOTOPBIA HAOOp CHEKTPALHBIX KOMIIOHEHT CHTHAJIA-KOHTEHHEpa,
HauOoJiee CYNIECTBECHHBIX IS TOYHOTO BOCIIPOU3BEACHUS CUTHANIA B PaMKax 3TON Mojesu. OCTajabHbIC KOMIIOHEHTHI
crekTpa, Oyay4d W30BITOYHBIMH B paMKaxX 3TOH MOJEIH, MOTYT JIMOO IPOCTO HE YYUTHIBATHCS TPHU NaNbHEHIICH
paboTte anroputMa JTU00 U HUX MOXKET HCIOIh30BAThHCS MPHOIMKEHHOE MPE/ICTABIICHHE.

Ilpu mepBoM mOAXOIE NpeANaracTCcs WCIONBb30BaTh 00a STHX Habopa Ul BHECCHHS CKPBIBACMOTO
COOOILIEHNST B CIEKTP CHUTHAJIA-KOHTEWHepa TakuM 00pa3oM, 4TOObl 3TO HE OKa3bIBAIO CYHIECTBEHHOTO BIHMSHHS Ha
CYOBEKTHBHOE BOCIIPHATHE 4YEJIOBEKOM JTOr0 CHrHana. lIpemmonaraercsi, YTO 4YEJIOBEK HE CMOXKET OTIMYHThH
OpHI'MHAll OT W3MEHEHHOIO CHTHala WIIM, 10 KpaifHell Mepe, He CMOXKET 3aMETHTh HMCKKEHHUS, MO3BOJISIOIINE
0OHapYXWTh MPUCYTCTBHE CKPBITON HH(DOpMATTHH.

ITpu BTOpOoM monxonae MHGOPMAIMS HAa BBIXOJE MCUXOAKYCTHYECKOW MOJICTH HCIONB3yeTcs ISl BhIOOpa
yucna ypoBHe# kBanToBaHHs N st Kakaoro u3 32 y3KOIMOJOCHBIX CHTHAJOB, MOJNYYaeMbIX TPH MPOXOKACHUN
HCXOMHOTO NU(POBOTO 3BYKOBOTO CHUTHANA 4Yepe3 HAOOpP Y3KOMOJIOCHBIX (MIbTpoB. OUEBUIHO, YTO YEeM MCHbIIEC
OTHOIIICHHE CUTHAJI-MAcKa JIIsl 33JaHHOTO YaCTOTHOTO JTUAITa30Ha, TEM MEHBINE JBOUYHBIX Pa3psIoB (OMPEIeIIeMbIX
kak K = log,N ) tpeGyercs st npeacTaBiaeHuUs 3HAUYSHUI OTCUETOB ITHX CHIHAJIOB, U TeM OOJbIIe Pa3psaoB MOXKET
OBITh HCIOJB30BAHO JUIA pa3MElIcHUs cTero-uHpopmarmu. [locie BHEAPEHUS MOCICTHEH Y3KOMOJIOCHBIC CHIHAJIBI C
MMOMOIIBI0 CUHTE3UPYIOIIETO (QIIbTpa OOBEAMHSAIOTCS, 00pa3ys CHOBa IIMPOKOMOJOCHBIH CHUTHAN, COACp KAl
CKPBITYIO HH(OpMAIIHIO.

B. Pa3menenne crero-coodueHusi BHyTPH KOHTeiiHepa.
CxeMmsl [T IBYX BAPUAHTOB BHEIPEHUS CTET0-COOOIICHNH B CHTHAJI-KOHTEHHEP MPUBEICHBI HA pUC. 2 U pHC. 3.

1. Hcnonp30BaHne CIIEKTPAILHOTO IPECTABICHNS CUIHANIA-KOHTEeHHepa.

l. Ha ocurose BI1® BeruuciseTcs cuektp GpparMeHTa curnaia-konreiinepa t).

. C nomomipio G1oKa “ncuxoaxycmuueckas mMooens” OMPENENSETCS TMOJNIOXKEeHHe MackupyeMbix fp(i]) u
MAaCKUPYIOLIMX YaCTOTHBIX KOMIIOHEHT. [locnenuue paspenstorcst Ha ToHanbHbie fi(ip) n HeToHanbHbIC fy(is)
KOMITOHEHTBI.

[I. 3HauCHHUS YACTOTHBIX KOMIIOHEHT MPEACTABIAIOTCS B JIOrapu(MUIECKOM BHAE. MacKUpyeMble KOMIIOHEHTHI
MOJIBEPraloTCsl KBAHTOBAHHUIO. JIBOMYHBIC pa3psiabl, KOTOPhIC OKa3bIBAIOTCSA B Mpelenax Iiara KBaHTOBaHUS,
HCIIOJIL3YIOTCS JIJISl pa3MeIeHus: OJJOKOB CTEr0-COOOIIEHUS.

V. IMocite BeImoHEHHsT 06paTHOro BII® BoCCTaHABIMBAETCS MCXOMHBINA (parMeHT CUrHaja-kouteinepa S (t),
HO YK€ COZIep KAl CKPBITYIO HHPOPMALHIO.
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Hudposoit Crero-1aHHbie
3BYKOBOH S(t
curnan t) L ®

KBsanToBanmne gyacTor

OO6patHoe
U BHCAPCHUC BIId
CTETOMH(OPMAILHH
chxoaKyCTI/IqGCKaﬂ T
Iloporu
MOJIEb J
MaCKUPOBaHUs

Pucynok 2. Cxema BHepEHHS CKPBITOI HH(OpMaNUK B CIIEKTP CUTHaJIA-KOHTEHHEpa.

2. [peacraBnenus CUrHaNa-KOHTEHEpa B BU/IE CYMMBI Y3KOTIOJIOCHBIX CUTHAJIOB.

l. C momomipo Habopa GUILTPoB hopmupyercs Habop u3 32 y3komonocHsix curnamoB S(t), k = 1,2,...,32,
MePEKPHIBAIOIINX BECh CIIEKTP UCXOJHOTO CHIHAIA.

Il. Ha Bpixome Omnoka ‘“TicMxoakycTHdeckas MoOJETh’ (QOPMHUPYIOTCS 3HAYCHHUS OTHOIICHHS CHUTHAJ-MacKa JUIst
KaXJIOTO U3 32 YaCTOTHBIX MOJINAIIa30HOB.

[11. B 3aBHCHMOCTH OT COOTBETCTBYIONICH BEJIMYMHBI OTHOIICHUS CHTHAJI-MacKa BBIOMPACTCS YHCIIO YPOBHEH
KBAaHTOBAHUsI PUBEICHHBIX K JOTapU(PMUIECKOMY MPEACTABICHUIO OTCUETOB Y3KOMOJIOCHOTO curHana S(t;).
JIBOWYHBIC pa3ps/bl, OKa3aBIIUECsS B Mpeeax Iara KBaHTOBAHHS, MCIIONB3YIOTCS ISl pa3MEICHHs CTEro-
COOOIICHUS.

IV. C moMomp0 CHHTE3UPYIONIETO (PHIIFTPA BOCCTAHABIMBACTCS MCXOIHBIA CUTHAJ, COACPKAIINN CKPBITHIC JaHHEIC.

udposoii
3BYKOBOIA Crero-nannele
cnrnan S(t) Su(t) !
( \————> >
S0 <
HaGop . KganToBanme »  Cunresu- (®)
Y3KOIOJIOCHBIX 1 BHCIPEHUC pyfoumii [ >
Guwwmpos | creromupopMarn | e o
Sx(t)
./ >
IlcuxoakycTuueckas CootHomenus
MOJEIb CUTHAJ-MacKa

Pucynok 3. Cxema BHEIPEHHUS CKPBITOH HH(POPMAITHH B Y3KOMOJIOCHBIX COCTaBIIIONINX CUTHAIA-KOHTEHHEpA.

C. IIpo6iema u3BJIeYeHUs CTero-coo0LeHNs U3 KOHTeiiHepa.

Cxatue mapopmanuu 1o crangapty MPEG u3HavanbHO SBISETCS CKATHEM C TOTEPSIMH, TIOITOMY IEpes
HUM HE CTaBHTCA TpeOoBaHHe OOpaTHMOCTH TmpeoOpa3oBanus. [loaToMy HEOOXOAMMO TPEAYCMOTPETH MEpHI,
o0ecreynBaloIIMe BO3MOXHOCTh BOCCTAHOBJICHUSI MCXOJHOTO (DOPMBI INpeICTaBlieHUs] curHaioB. Ecnu B kauyecTBe
CUraHaJIa-KOHTEHHepa HMCIOJb3YyeTcsl OUM(POBAaHHBIM 3BYKOBOHM CHMrHan (daiie Bcero 16-TH paspsiaHblil), omrnbka
OTlepali OKPYIJICHHS, MCIOJIB3YEMON TPH MPeoOpa30oBaHUAX ‘‘BEIIECTBEHHOE YHCIIO - LIENOE” YHCIIO COCTABISAET
mopaaka 10° — 10° uro akTHuecKH 3HAYMTENTHHO COKPAIIACT JBOMYHBIX UHCIO PAa3psoB, JOCTYIHBIX IS
pasMelieHus crero-coodmenuid. [lanHas mnpoOiieMa CHHMaeTcss B ClIydae HCIOJIB30BaHUS BEIIECTBEHHOTO
MIPEACTABICHHUS OTCUETOB CUTHATIA.

B cmydae xorma cTero-cooOmieHHe BHEAPSETCS HEIOCPEICTBEHHO B CIIEKTP CHTHajJa-KOHTEHHepa,
MOSABIIAETCS €IIe OJHa IMpobiema, OOyCIOBICHHAas TE€M, YTO JHEPTHUsS HEMOHANbHbIX MACKUPYIOIMINX KOMIIOHEHT
OIIpeAeAeTCd KaK CyMMa MACKUpyemblX KOMIIOHEHT TEKYIIEro YacTOTHOTO IOJAMana3oHa, W I03TOMY J00bIC
N3MCHEHHS B BEIMYMHE TIOCIECIHUX MPUBOAAT K N3MCHEHHIO BETMYHHBI II0POra MaCKHUPOBaHUSI.
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3akJouenue.

[Ipumenerne creraHorpauIecKux METONIOB, OCHOBAHHBIX Ha y4eTe MCHXOaKyCTHIEeCKHX CBOWMCTB
CIIyXOBOTO  aHAIM3aTOpa  dYeNOBeKa, IMO3BOJNAET JOOWMTHCA  BBICOKOM  CTETEHHM CKPBITHOCTH  Iepemayn
KOH(MUACHIMATHHONW WH(DOPMAIKH BHYTPH 3BYKOBBIX MU(POBBIX CUTHAJIOB-KOHTEHHEPOB, YTO 0COOEHHO 3P PEKTUBHO
MOJKET OBITH HCIIOJB30BAHO B KOMIIBIOTEPHBIX ceTsX W B Internet. OxHako BOMPOCH peain3aliil MPEAIOKCHHBIX B
JIOKJIaJIe TIOXO0I0B TPpeOyIoT OoJjiee TIIaTeIbHOM MPOPabOTKU U UCCIICIOBAHU.
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2) ISO/IEC “Information technology — Coding of moving pictures and associated audio for digital storage media up to
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ON THE POSSIBILITIES OF THE INFORMATION HIDING INSIDE DIGITAL AUDIO SIGNALS BASED
ON AUDIO MASKING EFFECTS
Sytchov A.V., Aleksandrov E.V.
Voronezh State University
394693, Russia, Voronezh, Universitetskaya sg.., 1, VSU, Information Systems Dept.,
phone: (073)-2-789-724, e-mail: sav@is.main.vsu.ru

Abstract. An approach for information hiding inside innocent looking cover medium using steganography methods is proposed. The
approach is based on psychoacoustic model used in MPEG specification (audio part). Instead of redundant frequencies in the spectrum of audio
signal (working like cover medium) to be removed futher one proposes to allocate blocks of useful information which is required to be hiddenly
transmitted. Some possible problems arising from software implementation are discussed.

1. Intoduction.

Seganography encompasses methods of transmitting secret messages through innocuous cover carriers in
such a manner that the very existence of the embedded messages is undetectable. Steganography literally means
"covered writing" and is the art of hiding the very existence of a message. The possible cover carriers are innocent
looking carriers (images, audio, video, text, or some other digitally representative code) which will hold the hidden
information. A message is the information hidden and may be plaintext, ciphertext, images, or anything that can be
embedded into a bit stream. Together the cover carrier and the embedded message create a stego-carrier. Hiding
information may require a stegokey which is additional secret information, such as a password, required for
embedding the information. For example, when a secret message is hidden within a cover image, the resulting product
is astego-image. A possible formula of the process may be represented as:

cover medium + embedded message + stegokey = stego-medium

Steganographic tools can be categorized into two groups: those in the Image Domain and those in the
Transform Domain. Image Domain tools encompass bit-wise methods that apply least significant bit (LSB) insertion
and noise manipulation. These approaches are common to steganography and are characterized as "simple systems.
The transform domain grouping of tools include those that involve manipulation of algorithms and image transforms
such as discrete cosine transformation (DCT) and wavelet transformation. These methods hide messages in more
significant areas of the cover and may manipulate image properties such as luminance. These techniques are typically
far more robust than bit-wise techniques; however a tradeoff exists between the about of information added to the
image and the robustness obtained. Two approaches which directly exploits temporal and frequency perceptual
masking to guarantee that the stego message, embedded inside digital audio, isinaudible are considered in this report.

Nowadays digital audio and video formats developed by MPEG are very popular in computer applications. It
should be noted that for audio (sampling frequency 44.1 kHz, samples digit capacity — 16 bits) in the MPEG-I format
the compression ratio obtained is varied from 1:4 to 1:12 while preserving well enough sound quality. So, it is
theoretically possible to reduces the bit allocation down to 10% by removing redundant components from the
spectrum of digital audio medium.

2. Problem definition.
Let usgiven:
Initial frame of digital audio — cover medium.
Embedded message to be inserted into cover medium.
The purpose of the research is to find the ways for obtaining the hidden message transmission inside stego-
medium while providing high level of security against detection and corruption.
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3. Implementation.

An algorithm may include the steps as follows.

The Psychoacustic model of the medium cover reconstuction and the search for components which could be
used for data hiding.

The Psychoacoustic Model is supposed to be a generalized model of human auditory system, which provides
the opportunity of reducing some digital audio features while preserving the identity to original sound. On the output
of the psychoacoustic model the signal-to-mask ratio (SMR) is obtained. The SMR calculation is based on
determination of tonal (sinusoid like) and nontonal (noise like) masking components inside the spectrum of the cover
medium. Other (masked) components are the subject of reduction or replacing by blocks of stego message because
these components are not essential for correct (from the subjective point of view) sound reproduction.

Data embedding into cover medium.
Two approaches for stego message embedding into cover medium are available.

Transform Domain appr oach.

Digital audio frame considered to be cover medium is processed in paralel by FFT and Psychoacoustic
Model blocks.

Asresult masked and masking (tonal and nontonal) frequency components are determined.

The masked components are subjected to reduction or quantization. Binary digits which occur inside the
guantization step are used for stego message allocation.

The modified spectrum is subjected to inverse FFT restoring digital audio frame containing hidden data.

Time Domain approach.

Using specia filter bank the digital audio frame is splited into 32 narrow band signals overlapping
completely the spectrum of theinitial audio signal.

On the output of the Psychoacoustic Model 32 values of SMR individually for each of frequency subbands
are calculated .

In dependence of SMR value necessary number of quantization levelsis defined. After the samples of narrow
band signals have been quantizated the remaining binary digits which are inside of quantization step are used for
stego message blocks allocation.

After passing synthesis filter the stego-cover is obtained.

Some problemsrelated to stego message extraction from stego-medium.

MPEG specification is does not provide lossess compression of data. That is why special techniques for
uniquely inversable transformation should be developed. Because in the most of multimedia applications the 16 bit
audio samples are used for digital audio encoding the “float-to-integer” conversion cause to the roundoff error of the
order of 10°—10°. Infact, this reduces the number of useful binary digits for hidden data allocation.

Conclusion.

Steganographic applications based on features of the human auditory system provide the high level of
security. This feature may be effectively used especially in computer networks and Internet. But the implementation
of the approaches proposed in the report should be carefully elaborated and one requires special research.
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